Sixth report
january 2002 / december 2003

Activities of the Joint
Supervisory Authority

>
>

Activities of the Joint
Supervisory Authority

www.schengen-jsa.dataprotection.org

Sixth report
january 2002 / december 2003

Activities of the Joint
Supervisory Authority

www.schengen-jsa.dataprotection.org

TABLE OF CONTENTS
FOREWORD
CHAPTER 1
1.1.
1.1.1.
1.1.2.
1.1.3.
1.1.4.

Schengen: the Background
Introduction
The Schengen Information System (SIS)
The Joint Supervisory Authority
Incorporating Schengen into the European Union

1.2.

The Changing Face of the Schengen Information System:
SIS II and Other Developments
SIS II
Initiatives to Amend the Schengen Convention
The Joint Supervisory Authority's Approach

1.2.1.
1.2.2.
1.2.3.

11
11
11
13
13

14
14
14
15

CHAPTER 2
2.1.
2.1.1.
2.1.2.

The Work of the Joint Supervisory Authority
How the JSA Operates
Working Together: Data Protection and the
Europe-Wide Information Systems
2.2.
Activities
2.2.1. Raising Awareness
2.2.2. Inspection
2.2.3. Third Country Nationals and Access to the
Schengen Area – Article 96 Data
2.3.
2.3.1.
2.3.1.1.
2.3.1.2.
2.3.1.3
2.3.1.4
2.3.1.5
2.3.2
2.3.3

4

Opinions
Changes to the SIS
Spanish Initiative and Other Proposals to Change the SIS
The European Arrest Warrant
Accession of Ireland and the UK
Implementation of Schengen in the UK
Vehicle Registration Authorities and the
Schengen Information System
Opinion on Articles 112 and 113 of the Schengen Convention
Austria's Foreign Missions and Access to the
Schengen Information System

SIXTH REPORT • JANUARY 2002 / DECEMBER 2003

18
18
19
20
20
21
22
23
23
23
24
25
26
27
28
30

TABLE OF CONTENTS
FOREWORD
CHAPTER 1
1.1.
1.1.1.
1.1.2.
1.1.3.
1.1.4.

Schengen: the Background
Introduction
The Schengen Information System (SIS)
The Joint Supervisory Authority
Incorporating Schengen into the European Union

1.2.

The Changing Face of the Schengen Information System:
SIS II and Other Developments
SIS II
Initiatives to Amend the Schengen Convention
The Joint Supervisory Authority's Approach

1.2.1.
1.2.2.
1.2.3.

11
11
11
13
13

14
14
14
15

CHAPTER 2
2.1.
2.1.1.
2.1.2.

The Work of the Joint Supervisory Authority
How the JSA Operates
Working Together: Data Protection and the
Europe-Wide Information Systems
2.2.
Activities
2.2.1. Raising Awareness
2.2.2. Inspection
2.2.3. Third Country Nationals and Access to the
Schengen Area – Article 96 Data
2.3.
2.3.1.
2.3.1.1.
2.3.1.2.
2.3.1.3
2.3.1.4
2.3.1.5
2.3.2
2.3.3

4

Opinions
Changes to the SIS
Spanish Initiative and Other Proposals to Change the SIS
The European Arrest Warrant
Accession of Ireland and the UK
Implementation of Schengen in the UK
Vehicle Registration Authorities and the
Schengen Information System
Opinion on Articles 112 and 113 of the Schengen Convention
Austria's Foreign Missions and Access to the
Schengen Information System

SIXTH REPORT • JANUARY 2002 / DECEMBER 2003

18
18
19
20
20
21
22
23
23
23
24
25
26
27
28
30

TABLE OF CONTENTS
CHAPTER 3
3.1
3.2

Evaluation of the Past Two Years
The Way Forward

32
32

ANNEX 1 – Members of the Joint Supervisory Authority

35

ANNEX 2 – Information Rights Leaflet

38

ACTIVITIES OF THE JOINT SUPERVISORY AUTHORITY

5

Sixth report
january 2002 / december 2003

Activities of the Joint
Supervisory Authority

>
>

Activities of the Joint
Supervisory Authority

www.schengen-jsa.dataprotection.org

ANNEX 2
FOREWORD
Useful Addresses
National data protection authorities
Austria
Datenschutzkommission
Ballhausplatz 1 - 1014 Vienna
Tel: 00 43 1 1531 15/2525
Fax: 00 43 1 53 115/2690
e-mail: v3post@bka.gv.at
Belgium
Commission de la protection
de la vie privée/
Commissie voor de
bescherming van de
persoonlijke levenssfeer
Av. de Porte de Hal 5-8,
1060 Bruxelles
Tel: 00 32 2 542 72 00
Fax: 00 32 2 542 72 12
e-mail:
commission@privacy.fgov.be
Denmark
Datatilsynet
Borgergade 28, 5.
DK-1300 Copenhagen K
Tel: 45/33/193200
Fax: 45/33/193218
e-mail: dt@datatilsynet.dk
Finland
Office of the Data Protection
Ombudsman
P.O. Box 315
FIN-00181 Helsinki
Tel: 358/9/2598771
Fax : 358/9/25987735
e-mail : tietosuoja@om.vn.fi
France
Commission Nationale
de l’Informatique
et des Libertés

42

21 rue Saint Guillaume
75340 Paris Cedex 07
Tel: 00 33 1 53 73 22 22
Fax: 00 33 1 53 73 22 00
e-mail:
Germany
Der Bundesbeauftragte für
den Datenschutz
Friedrich-Ebert-Straße 1
53173 Bonn
Tel: 00 49 228 8 19950
Fax: 00 49 228 8 1995 550
e-mail:
poststelle@bfd.bund.de
Der Hessische
Datenschutzbeauftragte
Uhlandstraße 4 - 65189
Wiesbaden
tel.: 00 49 611 14 08-0
fax: 00 49 611 37 85 79
e-mail:
dsb-hessen@t-online.de
Greece
Hellenic Data Protection
Authority
Omirou 8
10564 Athens
Tel: 00 302 103352604-5
Fax: 00 302 103352617
e-mail: contact@dpa.gr
Iceland
Icelandic Data Protection
Agency (Personuvernd)
Raudararstigur 10
IS – 105 Reykjavik
Tel. ++354.5109600
Fax ++354.5109606
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Eight years have elapsed since the Schengen Information System
(SIS) was set up, and now the Joint Supervisory Authority (JSA) in
Brussels is submitting its sixth Report.
This document sums up the activity carried out by the JSA in the past
two years. Like other texts of this kind, it contains references to initiatives, information campaigns for citizens, decisions, institutional relationships and results achieved, without dwelling on the details –
which can be found in the documents adopted by the JSA as well as on
its new web site.
Still, this Report has a special value in that it is published on the eve
of an historical event – namely, setting out the activities required to
deploy, by 2006, a second-generation Information System, called SIS
II, which will bring about major innovations and impact considerably
on vital functions for Europe and its citizens’ rights and fundamental
freedoms.
The JSA intends to play a leading role in this major change process by
contributing to its guidance.
The SIS is already the largest European centralised database within
the framework of the initiatives concerning visas, immigration, and
police and judicial cooperation.
Other short-term proposals to amend the Schengen Convention are at
an advanced stage of discussion.
As for the long term, the JHA Council of 5-6 June 2003 decided that
several new categories of alert, new research fields, interlinks, new
purposes, new sensitive categories of personal data – such as biometric data –, new retention periods, and new, larger categories of system
user would have to be taken into account for the SIS II.
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The purposes to be achieved in future are also important for our democratic societies, however it is necessary to assess their proportionality and carry out a prior checking exercise with regard to the impact
that these will have on the rights and fundamental freedoms of the
millions of individuals that will be involved for diverse reasons.
The envisaged high-level security measures are not enough. The SIS
II should not merely represent a second-generation system from a
technical point of view. A revised set of data protection provisions is
also required. These should be easy to understand and better known
to individuals and practitioners as well as being equal to the challenges posed by the SIS II, providing adequate safeguards and ensuring that the system is consistent with its own purposes.

Il sistema di informazione
Schengen ti riguarda
The schengen information system concerns you

Data protection does not entail deciding whether given information is
to be disclosed or not. In fact, it consists in a more pervasive exercise
aimed at affording safeguards, balancing interests, devising proportionate solutions, and organising information flows.
It is necessary to create the best mix between effective police and judicial cooperation and the fundamental right to personal data protection, which has been enshrined in the Charter of Fundamental Rights
of the European Union.
The continuing harmonisation of databases in the so-called First and
Third Pillars is expected. We call on the other institutions to develop a
clear-cut privacy policy as well as a clear-cut concept of the new forms
of cooperation that are to replace the compensatory measures originally laid down in the Schengen Convention.
Schengen, Europol, Eurodac, the Visa Information System (VIS) and
other systems were set up in different manners, in different periods
and for different purposes. Now is the time to enhance the safeguards
against the risks of gaps and overlapping, reduce uncertainties further, and do away with merely formal safeguards, lack of information,
and sluggish cooperation.

8
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JSA Secretariat
Council of the European Union
175, Rue de la Loi
fax: +32(0)22855126
e-mail: secretariat.jsa@consilium.eu.int
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Your rights
and the SIS
The SIS directly concerns you, whether you are a national
of a Schengen Member State or not. The Schengen Convention
itself recognises the rights of individuals.

This is why the JSA is grateful to the other institutions, and in particular to the European Parliament, for their closer collaboration, which
was fruitfully enhanced in the past few months – in particular with
regard to the Spanish proposals to amend the Schengen Convention,
the Recommendation adopted by Parliament on 20 November 2003,
and the ad hoc workshop held in Brussels on 6 October.
At the latter workshop, the JSA drew the participants’ attention to five
main requirements:

These include:

> the right to access information (alert) concerning you which
is contained in the SIS.

> the right to correct data, where there is a de jure or de facto
mistake;

> the right to apply to the courts or competent authorities to
demand that data be corrected, deleted or that damages be
awarded;
> the right to ask for data to be checked and to question the
use made of such data.
If you have reason to believe that your name appears in the SIS,
do not hesitate to exercise your rights. The national data protection authorities in the Schengen Member States are there
to provide you with any useful information you may require to
further your case.

>
>

You may check your alert in the SIS (to establish whether the
reasons for your inclusion in the SIS are founded and any personal data which concerns you) in any Schengen Member
State. The checks will be carried out in accordance with the national legislation that applies in that Member State. At your request,
you will be sent information on the national law applicable by
the relevant national data protection authority, whose address
can be found overleaf. You will then be informed of the results
obtained, or of the follow-up given to your request.

A Guide on the exercise of your rights is available at:
www.schengen-jsa.dataprotection.org; you may also request
it from the Secretariat of the JSA.

40
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1) Ensuring that the initiatives concerning the SIS II are reconciled
with all the other institutional activities already in progress, such
as the Spanish proposals on SIS I, the amendments to the
Schengen Convention with regard to trafficking in stolen vehicles,
implementing the European arrest warrant, the VIS, and the Greek
initiative on the procedure to amend the SIRENE Manual, also with
a view to sensible, cost-effective expenditure,
2) Ensuring that the provision for a timely data protection assessment is included in the initial layout of the contract to be granted
in 2004 with regard to the SIS II following the public call for tenders,
3) Ensuring effective, continued cooperation with the JSA as shown
by the constructive relationship that was developed of late
between the JSA and the European Commission,
4) Setting out the objectives of the SIS II prior to laying down its
technical features so as to ensure that the new system can work in
a logical fashion from the start, and
5) Encouraging improved quality in data protection aimed at more
substantive safeguards, by ensuring that the system and its intelligent functions can really be monitored, that it is highly transparent for citizens, and that no redundant data and/or databases are
present.

ACTIVITIES OF THE JOINT SUPERVISORY AUTHORITY
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This is a time of strategic importance for the European Union, and
data protection is bound to play a specific role.
The SIS II will only manage to be a success story if it is really data protection-oriented. For its part, the JSA is aware that it is entitled to play
the enhanced role called for by the European Parliament as well as be
provided with a specific budget and adequate resources. The JSA shall
also actively cooperate with the European Data Protection Supervisor,
and it will continue its activity to address the important issues coming
up in the next two years.

The Schengen Joint Supervisory Authority

The Schengen
information system

>
>

The European citizenship has acquired multiple dimensions,
among those are the free circulation and security zone, initiated by the Schengen Agreement and now integrated in the
European Union. The creation of an area of free movement
of persons has made it necessary however to introduce compensatory measures, the most important of which is the
Schengen Information System (SIS).
The SIS is a database including information provided by all the
Schengen Member States. The system is being expanded also on
account of its being used by other Member States and major developments are forthcoming. Currently, the main categories of data
in the SIS are:

> data on wanted persons or persons under surveillance,
and persons who should be placed under protection, in particular minors;
> data on non-Schengen nationals who are banned entry to
the Schengen territory;
> data on persons whose identity is fraudulently used as an
alias by other persons;
> data on missing vehicles or objects.
The SIS is monitored by an independent body: the Schengen Joint
Supervisory Authority (JSA).
This authority, which is based in Brussels and has a Secretariat,
is made up of members of the national authorities for the protection
of personal data from the Schengen Member States, is responsible, inter alia, for carrying out technical checks on the central
database located in Strasbourg and ensuring compliance by
Member States with the provisions on right of access set out in
the Schengen Convention.

10
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Schengen JSA Activity Report
di controllo
comune
Schengen
Autorità
controllo
comune
Schengen
Joint Supervisory Authority Schengen
Joint supervisory Authority Schengen

CHAPTER 1
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di informazione
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ti riguarda
The schengen information system concerns you

>
>

informati
sui tuoi diritti
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your rights
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1.1. Schengen: the Background
1.1.1. Introduction
Enshrined in the Treaty of Amsterdam, which came into effect in 1999,
is the concept of a European Union in which the free movement of persons is assured.
The first steps towards creating an area of free movement came with
the Schengen Agreement, signed by France, Germany and the Benelux
countries in 1985. Implementing the Agreement, the Schengen
Convention of 1990 abolished the internal borders of the signatory
states and created a Schengen area with a single external frontier
where immigration checks were to be carried out in accordance with a
single set of rules.
In response to fears that the unchecked movement of goods and people would be open to abuse, the Convention contained a number of
compensatory measures. These included measures to facilitate closer
co-operation between border authorities, and the creation of the
Schengen Information System (SIS).

1.1.2. The Schengen Information System (SIS)

www.schengen-jsa.dataprotection.org
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The SIS is an information system linking up all the states applying the
Schengen Convention and the competent authorities in each of those
states. National police, customs and border control authorities in the
Schengen States use the SIS to make police and customs checks on
persons and objects by means of an automatic search procedure.

ACTIVITIES OF THE JOINT SUPERVISORY AUTHORITY
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Checks are also made by immigration officials when processing persons from non-Schengen States.
The Schengen Convention specifies the categories of information that
may be held in the SIS. National authorities may enter information on
certain objects, such as stolen vehicles, and on the following categories of person:
1. persons wanted for arrest for extradition purposes
2. persons refused entry to the Schengen area
3. missing persons or persons who need to be placed under protection
4. persons sought by judicial authorities in connection with criminal proceedings
5. persons who are to be the subject of discreet surveillance or a
specific check

Spain
Members
José Luis Piñar Mañas
Miguel Lopez-Herrero

Alternates
Emilio Aced Félez

Sweden
Members
Ulf Wideback
Britt-Marie Wester

Alternates
Leif Lindgren
Birgitta Abjornsson

The SIS is made up of national sections (NSIS), which can be checked
by the authorities competent for making border, customs and police
checks; and a central section (CSIS) located in Strasbourg. The authorities in a particular state can search only their own NSIS data file, and
each national authority has access to those categories of data needed
to carry out its specific checks. Immigration authorities, for example,
may only access information concerning persons refused entry to the
Schengen area.
To enter information into the system, national officials must first send
the information to the national authority responsible for their national section of the SIS (these authorities are known as the SIRENE
bureaus). The national SIRENE bureau has to ensure that the information is relevant to the SIS and that Schengen rules have been applied
correctly. If so, the information is forwarded to the central section of
the SIS, which then updates each national section with the new entry.
This ensures that each national section of the SIS is identical to the
central section.

12
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1.1.3. The Joint Supervisory Authority

Greece
Members
Stylianos Sarivalassis
Ioannis Tsoukalas

Alternates
Philippos Mitletton
Efrosini Siougle

Iceland
Members
Margret Steinarsdottir

Italy
Members
Giovanni Buttarelli Chairman
Sebastiano Neri

Luxembourg
Members
Georges Wivenes
Pierre Weimerskirch

Alternates
Edouard Delosch

1.1.4. Incorporating Schengen into the European Union

The Netherlands
Members
Peter Hustinx
Ulco van de Pol Deputy Chairman

Alternates
Evelien van Beek
Niels Groenhart

Norway
Members
George Apenes
Guro Slettemark

Portugal
Members
Isabel Cruz
Luis Barroso

It is important for a complex Europe-wide information system of this
kind to adhere to the principles of data protection. Given that a person
may be refused access to the Schengen area on the basis of information held in the SIS, it is obviously essential that such information
should be accurate and up-to-date, for example.
As a safeguard, the Convention contains a number of provisions relating to data protection; it also established an independent authority –
the Joint Supervisory Authority (JSA) – charged with inspecting the
central section of the SIS, examining any difficulties of application or
interpretation that may arise during the operation of the SIS, and
ensuring that the SIS complies with the various data protection provisions mentioned in the Schengen Convention. The JSA comprises two
representatives from the national data protection authority of each
Schengen State.

Alternates
Hanne Gulbrandsen

Although Schengen began as an intergovernmental convention, the
Schengen Convention and the various decisions adopted under it –
known collectively as the Schengen acquis – were integrated into the
legal and institutional framework of the European Union by the Treaty
of Amsterdam. The JSA views this as a positive move, opening
Schengen to transparent parliamentary and judicial scrutiny.
The Schengen Agreement paved the way for the area of freedom, justice and security envisaged in the Treaty of Amsterdam. It has since
been declared that this area 'should be based on the principles of
transparency and democratic control' (1), and it is in this context that
the JSA seeks to carry out its tasks. This activity report provides an
overview of these tasks, summarising the activities undertaken and
the opinions issued over the past two years.

(1) Taken from the general conclusions of the European Council convened in Tampere in 1999

36
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1.2. The Changing Face of the Schengen Information
System: SIS II and Other Developments
1.2.1. SIS II
Now, eight years after the introduction of the SIS, the process of
replacing the system is under way. There are various reasons for this.
The enlargement of the European Union brings with it the need to
develop a new system capable of processing a huge amount of information; in addition, those with practical experience of the SIS have
been suggesting ways in which the system might be improved. At the
same time, developments in the ongoing fight against crime and terrorism, including the creation of new institutions such as Europol and
Eurojust, have led to calls for the information held in the SIS to be
used for a wider purpose. A new system, SIS II, is being developed and
is scheduled to come into operation in 2006.

1.2.2. Initiatives to Amend the Schengen Convention
There are several initiatives to change the SIS even before this new
system comes into being. Foremost among these is a Spanish initiative (2) which, among other things, is intended to allow Europol and
Eurojust to access the SIS. Another initiative concerns the proposed
introduction of a European arrest warrant, which is likely to result in
additional categories of information being held in the the SIS.
There are, essentially, two trends that are of particular concern to the
JSA. The first relates to the information held in the SIS, with moves to
add new categories of information and introduce new types of information, such as biometric data. The second trend concerns access to and
use of data held in the SIS. There are proposals to allow other organisations to access the SIS – Europol and Eurojust have already been
mentioned – and this is a trend that looks set to continue. As this hap-

MEMBERS OF THE JOINT SUPERVISORY AUTHORITY
The following list represents the membership of the JSA as at
December 2003.

Austria
Members
Waltraut Kotschy
Eva Souhrada-Kirchmayer

Alternates
Birgit Hrovat-Wesener
Gerhard Kunnert

Belgium
Members
Bart de Schutter
Benedicte Havelange

Alternates
Priscilla de Locht

Denmark
Members
Ib Larsen
Helene Grønfeldt

Finland
Members
Reijo Aarnio
Maija Kleemola

Alternates
Heikki Huhtiniemi

France
Members
Alex Türk
Florence Fourets

Germany
Members
Joachim Jacob
Friedrich von Zezschwitz

Alternates
Wolfgang von Pommer Esche
Angelika Schriever-Steinberg

(2) Official Journal C160, 04/07/2002
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pens, it becomes increasingly likely that data held in the SIS will be
used for a wider range of purposes.
The JSA recognises that the SIS has proved to be an essential instrument for safeguarding security across the Schengen area; while at the
same time, the rights of individuals whose information is processed in
the SIS have been protected by an adequate system of data protection
rules and measures.

1.2.3. The Joint Supervisory Authority's Approach
The JSA has warned that, as they stand, these proposals would result
in a fundamental change to the nature of the system: whereas the SIS
simply alerts the relevant authorities that a particular person is wanted for one of the reasons laid down in the Schengen Convention, the
SIS II looks set to become a multi-purpose investigation tool.
As the EU is faced with the prospect of a new system that would allow
authorities to share information on millions of individuals for a variety
of purposes – possibly using the latest technologies to process sensitive biometric data – there is a clear need for careful consideration of
the impact this may have on the rights of individuals. It is necessary to
examine all proposals for the SIS II in order to ensure respect for fundamental human rights, and in particular the right to personal data
protection that was recently re-affirmed by Article 8 of the Charter of
Fundamental Rights of the EU.
In dealing with these various developments, the JSA has set out to:
- raise awareness of any proposals to change the Schengen
Convention or the SIS;
- encourage parliamentary scrutiny of such proposals; and
- forge close working relationships with the institutions involved in
developing policy on Schengen – particularly the European
Parliament, the Council and the European Commission – in order to
ensure that the highest standards of data protection are built into
the new system.
ACTIVITIES OF THE JOINT SUPERVISORY AUTHORITY
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During the course of 2002 the JSA issued three opinions on the proposals to introduce new functions to the SIS. In these opinions the JSA
expressed concern about the moves to allow organisations such as
Europol access to the SIS, and requested a more thorough examination of the implications of storing biometric data in the SIS. These
opinions are addressed in more detail in the second Part of this report.
The JSA has made efforts to bring the debate on changing the SIS to
the fore. On 6 October 2003, a hearing on SIS II was held at the
European Parliament before the Committee on Citizens' Freedoms and
Rights, Justice and Home Affairs. The hearing provided an opportunity
for the JSA to make its position clear. The JSA's chairman, Mr
Buttarelli, made a presentation in which he stressed that the SIS II
would not be effective if it failed to adhere to data protection principles. He added, however, that data protection need not be an obstacle
to change, and that the JSA would be willing to play a constructive role
in the development of a second generation SIS. As well as presentations from a number of experts in the field of data protection, the hearing also heard from those with direct responsibility for developing the
SIS II, such as Commissioner Vitorino. The JSA was encouraged to note
that there was considerable interest from Members of the European
Parliament, particularly with regard to the implications of the resulting system on the rights of individuals.

2003. The JSA will strive to improve its efforts to prepare these data
protection authorities for accession to the Schengen acquis.
- The JSA considers the development of the SIS II to be one of the
most important challenges it faces. There is the prospect of a new
Europe-wide system that would allow authorities to share information on millions of individuals for a variety of purposes – possibly
using the latest technologies to process sensitive biometric data.
The JSA is committed to monitoring the progress of the SIS II, and will
examine all proposals in order to ensure respect for fundamental
rights, and in particular the right to personal data protection that was
recently re-affirmed by Article 8 of the Charter of Fundamental Rights
of the European Union. It is hoped, too, that this activity report might
serve to encourage discussion on the SIS II in national parliaments.

The JSA has sought to co-operate with all bodies involved in the development of the SIS II, both at European level and at national level, and
it has urged these bodies to work together to ensure that the highest
standards of data protection are built into the new system.
The chairman of the JSA attended another hearing before the
Committee on Citizens' Freedoms on 25 March 2003. Entitled 'Data
Protection since 11 September 2001: What Strategy for Europe?', the
hearing examined recent developments and the potential implications
for data protection. This hearing, together with the hearing in October,
helped to build on the JSA's links with the European Parliament, and
the Committee on Citizens' Freedoms in particular.

16
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CHAPTER 3
3.1. Evaluation of the Past Two Years
The two-year period covered by this report has been an eventful one.
As this report shows, the JSA set out to raise awareness of the proposed changes to the SIS and to influence the development of the second generation SIS, but how successful has it been?
The hearings at the European Parliament have given prominence to
the debate, and the Committee on Citizens' Freedoms has shown a
real interest in the data protection implications of these developments. Furthermore, the JSA is pleased to note that, increasingly, its
opinions are being taken into account by decision-makers. This is
something that others have noticed in the past – the following is an
extract from a document published by the Commission:

The JSA has been in close dialogue with the Article 36 Committee (the
Committee responsible for preparing the ground for Council deliberations on police and judicial co-operation). In a meeting between the
chairman of the JSA and the chairman of the Article 36 Committee in
February 2002, it was agreed that the Article 36 Committee would forward all relevant documents to the JSA as quickly as possible.
In addition, the JSA has been developing links with the European
Commission. The Commission, which is responsible for funding and
developing the SIS II, recently sent the JSA a copy of a feasibility
study, covering technical and organisational aspects of the development and installation of the new system. Officials from the
Commission's IT unit attended the JSA's meeting in December 2003,
and provided an overview of the developments that have taken place
so far. The Commission representatives have agreed to attend the next
meeting of the JSA in 2004, and this will provide the JSA with the
opportunity to pose questions on specific aspects of the development
process.

'The JSA has played a crucial role . . . issuing opinions and recommendations for the proper functioning of the SIS in line with the rules and
rights relating to data protection laid down in the Schengen
Convention. In particular it identified 15 recommendations in April
2000, most of which have already been acted upon.'(8)

3.2. The Way Forward
There are various challenges facing the JSA over the coming period.
- Ten new countries are to join the EU. In preparation for this the
JSA has been inviting representatives of the data protection
authorities of the acceding countries to its meetings since June

(8) Communication from the Commission to the Council and the European Parliament:
Development of the Schengen Information System II, 18 December 2001

32
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CHAPTER 2
2.1. The Work of the Joint Supervisory Authority

The JSA brought this matter to the attention of the Austrian data protection authority. The Austrian data protection authority subsequently
raised the matter with the appropriate national authorities, and it has
since been confirmed that the Austrian Federal Ministry of Foreign
Affairs and its missions and posts abroad will now only have access to
alerts entered in the SIS under Article 96 of the Schengen Convention.

2.1.1. How the JSA Operates
The JSA comprises delegations from the 15 countries with information
currently in the SIS: namely, Austria, Belgium, Denmark, Finland,
France, Germany, Greece, Iceland, Italy, Luxembourg, the Netherlands,
Norway, Portugal, Spain and Sweden. Each of these countries may
have two members and two alternate members. Ireland and the UK,
together with the ten countries that are soon to join the EU, have been
granted observer status.
The JSA usually meets quarterly, though there is the possibility of
holding extraordinary meetings to discuss issues requiring immediate
attention. On 7 October 2003, for example, the JSA met to discuss the
hearing on SIS II that had been held in the European Parliament the
previous day. Over the course of the last two years the JSA has convened ten meetings.
The members of the JSA elect a chairman and a vice-chairman to preside over meetings. According to the JSA's rules of procedure each can
serve for up to two one-year periods. In December 2003 Mr Buttarelli
completed his second term of office. The vice-chairman, Mr van de Pol,
was elected chairman at the JSA's meeting of 11 December 2003. At
the same meeting Ms Cruz was elected as the new vice-chairman.
Although the JSA strives to reach decisions by consensus, in cases
where this is not possible members may decide to hold a vote, with
each delegation entitled to a single vote. Those delegations with
observer status do not have voting rights.
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2.3.3. Austria's Foreign Missions and Access to the Schengen
Information System

2.1.2. Working Together: Data Protection and the Europe-Wide
Information Systems

Article 101(4) of the Schengen Convention requires all Schengen
States to supply a list of the competent authorities allowed to carry
out direct searches of data held in the SIS. The latest version of this
document (7) revealed that the foreign missions of all Schengen States
could access alerts entered under Article 96 of the Schengen
Convention. The legal basis for such access is provided by Article 101(2)
of the Convention, which stipulates that access to data entered in
accordance with Article 96 and the right to search such data directly
may be exercised by the authorities responsible for examining visa
applications.

Moves to facilitate co-operation between police and judicial authorities
of the EU Member States have led to the creation of other Europe-wide
information systems. Apart from the SIS, the two main systems operating in this field are the Europol information system and the Customs
Information System.

In addition, the list showed that, as well as having access to Article 96
alerts, the Austrian Federal Ministry of Foreign Affairs and its missions
and posts abroad had access to alerts entered under Articles 95, 97, 98
and 100 of the Schengen Convention. Article 101(1)(b) of the Convention
was cited as the legal basis for such access. The JSA was asked to consider whether the provisions of the Schengen Convention would allow
these authorities to have access to alerts entered under Articles 95, 97,
98 and 100.

30

Each system has an independent joint supervisory authority charged
with ensuring that the systems comply with data protection provisions.
These two joint supervisory authorities share some similarities with the
Schengen JSA: all three authorities are made up of representatives from
the national data protection authorities, they are all served by the same
joint secretariat based in Brussels, (3) and they deal with many issues of
a similar nature. With this in mind there have been recent attempts to
co-ordinate the efforts of the different authorities.
- In March 2003 the three joint supervisory authorities set up a working group to review, from a data protection perspective, the existing
Europe-wide information systems. This working group was given a
mandate to examine the existing systems in order to ascertain
whether the purposes of the different systems overlap, and to consider the implications of future developments.

The JSA pointed out that although Article 101(1)(b) had been cited as
the legal basis on which the Austrian Federal Ministry of Foreign Affairs
and its missions and posts abroad could access these other alerts, this
Article states that access to such data is to be reserved exclusively to
the authorities responsible for 'police and customs checks carried out
within the country, and the co-ordination of such checks'.
Consequently, the JSA took the view that a national authority should not
have access to alerts entered under Articles 95, 97, 98 and 100 of the
Schengen Convention unless it can be shown that the tasks of that
authority include carrying out police and customs checks (or the coordination of such checks), and that these tasks are laid down in law.

As a footnote, it is worth mentioning the role of the European Data
Protection Supervisor. (4) The Supervisor, who has yet to be appointed,

(7) 6265/0/03 SIRIS 19 COMIX 89 REV 1

(3) Established by a Council Decision of 17 October 2000
(4) Regulation (EC) No 45/2001 established the post of Supervisor, responsible for ensuring
that the Community institutions and bodies comply with the relevant data protection legislation
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- The three authorities also established a technical group. Consisting
of technical experts from the data protection authorities of the various Member States, this group provides technical support to the
joint supervisory authorities. The group is currently in the process of
developing a standard tool for inspecting the three information systems.
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will be responsible for monitoring that information in the SIS which
relates to immigration (specifically, alerts entered under Article 96).
For this reason it will obviously be important to ensure that the
Schengen JSA works with the Supervisor to develop a co-ordinated
approach to supervising the SIS.

2.2

Activities

2.2.1 Raising Awareness
The JSA aims to ensure that individuals are informed of the rights they
have under the Schengen Convention.
Briefly, these rights are:
1. the right of access to information held on you in the SIS
2. the right to correct such information if it is factually incorrect or
to have it deleted if it is held unlawfully
3. the right to bring an action to correct, delete or obtain information, or to obtain compensation
4. the right to ask a national data protection authority to check the
information held on you in the SIS
The JSA's first information campaign in 1998 resulted in the publication of a rights leaflet. The distribution of this leaflet, which informed
individuals of the rights they have in relation to information held on
them in the SIS, led to a significant increase in the number of requests
for access. The JSA has decided to publish a new edition of the rights
leaflet and this will soon be available at airports and other national
entry points throughout the Schengen area.
Individuals can exercise their right of access in any of the states in the
Schengen area, but the procedure varies depending on the national
law of the state in which access is requested. In 2002, the JSA produced a booklet – The Guide – which provides details of the procedure
20
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Articles 112 and 113 of the Schengen Convention deal with the retention of data in the SIS.
Article 112 stipulates that personal data entered into the SIS for the
purposes of tracing persons shall be kept only for the time required
to meet the purposes for which they were entered, and in any case
the state which issued the alert must review the need for continued
storage of that alert not later than three years after it was entered.
Article 113, on the other hand, states that data other than those
referred to in Article 112 may be retained in the SIS for up to 10 years.
This Article makes no mention of any requirement to review retention
during that ten-year period.
The Greek data protection authority considered the problem and
came to the initial conclusion that because Article 112 referred to personal data entered in the SIS 'for the purposes of tracing persons'
[emphasis added], this Article and the requirement to review retention within three years did not apply to Article 96 alerts. It was
argued that rather than being used to trace persons, Article 96 alerts
are used to prevent certain persons from entering the Schengen area.
Consequently, the Greek data protection authority ruled that the
retention of Article 96 data should be covered by Article 113.
The Greek data protection authority subsequently asked the JSA to
consider the matter. In an opinion issued in October 2002 the JSA
declared that Article 112 was intended to apply to all personal data
held in the SIS including those data entered under Article 96 and
that, as a result, the retention of Article 96 alerts should be reviewed
no later than three years after being entered.
The main principle behind this opinion was that the Schengen
Convention does not distinguish between the actions taken in relation
to alerts held in the SIS, and it was intended that Article 112 should
apply to all personal data held in the SIS.
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purpose of issuing vehicle registration certificates. Article 9 of the
Council Directive states that authorities 'may exchange information at
bilateral or multilateral level in particular so as to check, before any
registration of a vehicle, the latter's legal status'. This would seem to
provide for the exchange of information to ascertain the status of a
vehicle.
However, the JSA expressed concerns about whether Article 9 provides sufficient legal basis for vehicle registration authorities to
search SIS data concerning identity documents. The vehicle registration certificate (the template of which is contained in an annex to the
Council Directive) does indeed require the personal details of the
holder, but there remains the question whether the cited Council
Directive would allow vehicle registration authorities to search SIS
data on identity documents for this purpose.
The JSA also stressed that this proposal is part of a continuing trend,
marking another departure from the original purposes of the SIS.
Whereas access to the SIS was originally limited to border, police, customs and immigration authorities, this proposal will see access granted to another type of body – vehicle registration authorities. Once
such authorities have access to SIS data, there will be a new group of
users with access to the SIS, and SIS data will be used for the additional purpose of supporting the EU common transport policy.

to be followed in each of the Schengen States. This information can
now be found on the JSA's web site.
In July 2003 the JSA launched a new web site with the intention of
providing easy access to the opinions and recommendations of the
JSA. The site, which will be maintained by the secretariat, is currently available in English but work is under way to make it available in
all EU languages. The web site address is www.schengen-jsa.dataprotection.org.
In October 2003 the JSA issued its first newsletter. The newsletter
was produced in time for the hearing on SIS II at the European
Parliament and it contained information on the ongoing work of the
JSA. The JSA intends to publish such a newsletter – or perhaps a
news update on the web site – on a regular basis.
As well as ensuring that individuals are informed of their rights, the
measures outlined above, and the development of the web site and
the newsletter in particular, are also intended to raise the profile of
the JSA. It is important that other bodies have the opportunity to see
exactly what the JSA does. Moreover, increasing awareness of the
JSA among the key decision-making bodies of the EU will enable the
JSA to voice its concerns with more effect. In addition, such bodies
might feel more inclined to consult the JSA to ensure that data protection considerations are taken into account.

2.3.2. Opinion on Articles 112 and 113 of the Schengen
Convention

2.2.2 Inspection

The JSA is responsible for examining any difficulties of application or
interpretation that may arise during the operation of the SIS.
The Aliens Directorate of the Greek Police asked the Greek data protection authority for its opinion on the period for which alerts entered
under Article 96 of the Schengen Convention could be retained in the
SIS.

The JSA has the task of ensuring that the technical support function
of the SIS (the CSIS) complies with the data protection principles set
out in the Schengen Convention and the other legal texts on data
protection mentioned in that Convention, such as the Council of
Europe Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data of 28 January 1981.
In December 2002, the JSA set up an inspection team to inspect the
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CSIS for the second time. The inspection team visited the CSIS in
Strasbourg on 25 and 26 March 2003.
The inspection team developed provisional checklists setting out the
checks to be carried out during the in situ inspection. These checks
covered documents, systems, the procedures applied and the people
involved in the processing of data.
Since the JSA's last inspection report (adopted on 1 November 1999)
the support function of the SIS has been modified. The JSA considers
the present system, known as CSIS1+, to be an improvement on the
previous system in so far as compliance with the relevant data protection principles is concerned.
The general conclusion was a positive one. The JSA did, however, adopt
some recommendations – largely technical in nature – in order to further improve compliance with the Convention and other related data
protection provisions. The latest inspection report was adopted by the
JSA at its meeting on 25 September 2003 and it was agreed that the
inspection team should monitor the extent to which its recommendations have been followed in March 2004, six months after the adoption
of the report.
It is worth noting that during the course of this inspection the team had
the full co-operation of the staff responsible for managing the CSIS.

2.2.3 Third Country Nationals and Access to the Schengen
Area – Article 96 Data
Under Article 96 of the Schengen Convention, the authorities in
Schengen States may enter alerts on third country nationals refused
entry to the Schengen area. Article 96 stipulates that before such an
alert can be entered there must first have been a national alert resulting from a decision taken by the competent administrative authorities
or courts in accordance with the rules of procedure laid down by
national law.
22
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at the CSIS in Strasbourg. This filter will prevent Article 96 data from
being transmitted to the UK in the first place. New UK alerts will be
checked against the existing Article 96 alerts at the CSIS and an automated message will then be sent to the UK in cases where a double
alert is found; if further investigations reveal that the alerts do not
concern the same person, the UK alert will be accepted by the CSIS
and sent out as any other alert.

2.3.1.5. Vehicle Registration Authorities and the Schengen Information
System

There is a proposal to add a new article, Article 102a, to the Schengen
Convention. (5) This new article would allow those public authorities
charged with issuing vehicle registration certificates in the Member
States to access the SIS directly and to search data concerning vehicles and trailers, blank official documents and issued identity papers
which have been stolen, misappropriated or lost. It is argued that such
access will allow authorities to check the status of vehicles presented
to them for registration, and to ensure that a particular person applying to become holder of a registration certificate is not using identity
or vehicle registration documents which have been stolen, misappropriated or lost.
Direct access to the SIS is to be limited to public vehicle registration
authorities. In those Member States where vehicle registration is carried out by private companies and other non-governmental licensing
authorities, access will be indirect – and obtained only through those
authorities with direct access to the SIS by virtue of Article 101 of the
Schengen Convention.
The JSA noted that Article 9 of a Council Directive of 1999 on registration documents for vehicles (6) has been cited as the legal basis providing for the exchange of information between Member States for the

(5) COM (2003) 510 % contains the proposed amendment and an explanatory memorandum
(6) Council Directive 1999/37/EC of 29 April 1999
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after evaluating the documents, the JSA concluded that from a data
protection perspective there were no objections to the accession.

2.3.1.4

Implementation of Schengen in the UK

The UK opted to participate in the provisions of the Schengen acquis
concerning the establishment and operation of the SIS except in
respect of those provisions concerning alerts entered, for immigration
purposes, on persons to be refused entry to the Schengen area
(Article 96 alerts).
In 2001 the UK submitted a proposal for implementing the SIS in the
UK. However, the JSA voiced concerns about this proposal, as it would
lead to the processing of Article 96 data in the UK. This would be in
breach of Article 94 of the Schengen Convention which expressly limits the processing of data in the NSIS to those data required for the
purposes laid down in the Schengen Convention. In other words, given
that the UK would not be applying Article 96 of the Convention, Article
96 data should not be processed in the UK.
The JSA did accept, however, that the UK would need limited access to
Article 96 alerts in order to comply with Article 107 of the Convention
which requires the state entering an alert to ascertain whether the
person on whom the alert is being entered is already the subject of an
alert in the system.
In an attempt to allay these concerns the UK gave assurances that
although all SIS data would be sent to the UK, Article 96 data would
be filtered out at the UK NSIS. This filtered database would be the only
one to which all end users would have access – with access to Article
96 data restricted to a limited number of staff. In an opinion issued in
February 2002, the JSA made it clear that any mechanism in which
Article 96 data were sent to the UK would be in breach of Article 94
and, as such, unacceptable.
A solution was found with the proposal that a filter should be placed
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The vast majority of alerts on persons held in the SIS have been
entered under Article 96, and the JSA has decided to focus on the
issue of Article 96 and on the way in which it is applied in the different Schengen States.
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An action plan was drawn up and it was agreed that each national data
protection authority should check whether personal data entered by
the authorities in their country had been entered in compliance with
the provisions of Article 96. It was also decided that the JSA should
look to assess, in the short term, the application and interpretation of
Article 96 in the different countries of the Schengen area.
The JSA first set out to produce an overview of the various national
laws that lead to a decision resulting in an Article 96 alert. To this end,
a questionnaire was drawn up and sent to the national data protection
authorities of the Schengen States. Results are now being compiled.
The JSA's next step has been to develop a methodology for examining
Article 96 alerts and the extent to which they comply with the relevant
national regulations.
The results from the investigation into the use of Article 96 will require
complex analysis, and the whole process is expected to continue for
the next two years.

2.3. Opinions
2.3.1. Changes to the SIS

2.3.1.1. Spanish Initiative and Other Proposals to Change the SIS

The JSA has issued three opinions on the proposals to change the
Schengen Convention: in June, October and December 2002.
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The JSA noted that the proposals to grant Europol and Eurojust
access to the SIS amounted to a fundamental departure from the
basic principles of Article 102 of the Schengen Convention, which limits the use of Schengen data to the purposes laid down in each category of alert. Furthermore, the JSA stressed that the tasks for which
these organisations might access the SIS must be in compliance with
those articles of the Schengen Convention that deal with access to
and use of SIS data. There is need for clarification of the specific
tasks for which Europol and Eurojust will require access to SIS data.
In general, the JSA is of the view that more information on these proposals is needed.
Proposals to include biometric data in the SIS are of concern to the
JSA. Once again, the JSA stated in its opinions that it needed more
information in order to make a proper assessment of the implications. There would appear to be two developments: first is the proposal to introduce fingerprints and photographs and, second, the
suggestion that the SIS might process other, more sensitive biometric data in the future. It is argued that it is necessary for the SIS to
hold fingerprints and photographs so as to identify a particular individual when there are doubts concerning identity. However, the JSA
remains of the view that photographs and fingerprints should only be
incorporated where it is essential for the execution of an alert and, to
date, the JSA has not been presented with any information to suggest
that it is necessary to process such information in the case of all
alerts. Moreover, a number of questions remain. Will this information
only be accessible after a hit and when needed for identification?
What conditions will be in place to safeguard the rights of individuals? In any case, there ought to be a full and open discussion of the
implications of creating a Europe-wide information system in which
sensitive biometric data – such as DNA data – are processed.

2.3.1.2. The European Arrest Warrant

A Framework Decision has been drawn up with a view to replacing the
existing extradition arrangements with a European arrest warrant.
24
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The European arrest warrant is defined as any judicial decision
issued by a Member State with a view to the arrest or surrender by
another Member State of a requested person. This may be done for
the purposes of conducting a criminal prosecution, for example.
Listed in a specimen form attached to the Framework Decision are
certain categories of information which the European arrest warrant
must contain: these include information on the identity of the person
concerned, the issuing judicial authority and the nature of the
offence. If this additional information were to be communicated via
the SIS, the SIS would have to be altered considerably.
Although the JSA has not yet issued an opinion on this topic, it has
asked the Article 36 Committee whether the categories of information set out in the specimen form attached to the Framework Decision
will be incorporated into the SIS. The Article 36 Committee has since
confirmed that this is the intention.

2.3.1.3. Accession of Ireland and the UK

In 1999 the UK asked to take part in some aspects of Schengen:
namely, co-operation in criminal matters, the fight against drugs, and
the SIS. The UK request was approved by Council Decision in May
2000. Ireland asked to participate in some aspects of Schengen in
2000, and in all the provisions concerning the implementation and
operation of the SIS. In February 2002 the Council adopted a Decision
approving Ireland's request.
Both countries are required to comply with the data protection provisions set out in the Schengen Convention in those areas where they
apply the Schengen acquis. In order to assess the level of data protection in both countries the JSA asked the Irish Data Protection
Commissioner and the UK's Information Commissioner – who have
both been granted observer status by the JSA – to provide documents
detailing their national data protection legislation. They were also
asked to indicate whether they would take account of the JSA's opinions. Both Commissioners submitted the requested information and,
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The JSA noted that the proposals to grant Europol and Eurojust
access to the SIS amounted to a fundamental departure from the
basic principles of Article 102 of the Schengen Convention, which limits the use of Schengen data to the purposes laid down in each category of alert. Furthermore, the JSA stressed that the tasks for which
these organisations might access the SIS must be in compliance with
those articles of the Schengen Convention that deal with access to
and use of SIS data. There is need for clarification of the specific
tasks for which Europol and Eurojust will require access to SIS data.
In general, the JSA is of the view that more information on these proposals is needed.
Proposals to include biometric data in the SIS are of concern to the
JSA. Once again, the JSA stated in its opinions that it needed more
information in order to make a proper assessment of the implications. There would appear to be two developments: first is the proposal to introduce fingerprints and photographs and, second, the
suggestion that the SIS might process other, more sensitive biometric data in the future. It is argued that it is necessary for the SIS to
hold fingerprints and photographs so as to identify a particular individual when there are doubts concerning identity. However, the JSA
remains of the view that photographs and fingerprints should only be
incorporated where it is essential for the execution of an alert and, to
date, the JSA has not been presented with any information to suggest
that it is necessary to process such information in the case of all
alerts. Moreover, a number of questions remain. Will this information
only be accessible after a hit and when needed for identification?
What conditions will be in place to safeguard the rights of individuals? In any case, there ought to be a full and open discussion of the
implications of creating a Europe-wide information system in which
sensitive biometric data – such as DNA data – are processed.

2.3.1.2. The European Arrest Warrant

A Framework Decision has been drawn up with a view to replacing the
existing extradition arrangements with a European arrest warrant.
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The European arrest warrant is defined as any judicial decision
issued by a Member State with a view to the arrest or surrender by
another Member State of a requested person. This may be done for
the purposes of conducting a criminal prosecution, for example.
Listed in a specimen form attached to the Framework Decision are
certain categories of information which the European arrest warrant
must contain: these include information on the identity of the person
concerned, the issuing judicial authority and the nature of the
offence. If this additional information were to be communicated via
the SIS, the SIS would have to be altered considerably.
Although the JSA has not yet issued an opinion on this topic, it has
asked the Article 36 Committee whether the categories of information set out in the specimen form attached to the Framework Decision
will be incorporated into the SIS. The Article 36 Committee has since
confirmed that this is the intention.

2.3.1.3. Accession of Ireland and the UK

In 1999 the UK asked to take part in some aspects of Schengen:
namely, co-operation in criminal matters, the fight against drugs, and
the SIS. The UK request was approved by Council Decision in May
2000. Ireland asked to participate in some aspects of Schengen in
2000, and in all the provisions concerning the implementation and
operation of the SIS. In February 2002 the Council adopted a Decision
approving Ireland's request.
Both countries are required to comply with the data protection provisions set out in the Schengen Convention in those areas where they
apply the Schengen acquis. In order to assess the level of data protection in both countries the JSA asked the Irish Data Protection
Commissioner and the UK's Information Commissioner – who have
both been granted observer status by the JSA – to provide documents
detailing their national data protection legislation. They were also
asked to indicate whether they would take account of the JSA's opinions. Both Commissioners submitted the requested information and,
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after evaluating the documents, the JSA concluded that from a data
protection perspective there were no objections to the accession.

2.3.1.4

Implementation of Schengen in the UK

The UK opted to participate in the provisions of the Schengen acquis
concerning the establishment and operation of the SIS except in
respect of those provisions concerning alerts entered, for immigration
purposes, on persons to be refused entry to the Schengen area
(Article 96 alerts).
In 2001 the UK submitted a proposal for implementing the SIS in the
UK. However, the JSA voiced concerns about this proposal, as it would
lead to the processing of Article 96 data in the UK. This would be in
breach of Article 94 of the Schengen Convention which expressly limits the processing of data in the NSIS to those data required for the
purposes laid down in the Schengen Convention. In other words, given
that the UK would not be applying Article 96 of the Convention, Article
96 data should not be processed in the UK.
The JSA did accept, however, that the UK would need limited access to
Article 96 alerts in order to comply with Article 107 of the Convention
which requires the state entering an alert to ascertain whether the
person on whom the alert is being entered is already the subject of an
alert in the system.
In an attempt to allay these concerns the UK gave assurances that
although all SIS data would be sent to the UK, Article 96 data would
be filtered out at the UK NSIS. This filtered database would be the only
one to which all end users would have access – with access to Article
96 data restricted to a limited number of staff. In an opinion issued in
February 2002, the JSA made it clear that any mechanism in which
Article 96 data were sent to the UK would be in breach of Article 94
and, as such, unacceptable.
A solution was found with the proposal that a filter should be placed
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The vast majority of alerts on persons held in the SIS have been
entered under Article 96, and the JSA has decided to focus on the
issue of Article 96 and on the way in which it is applied in the different Schengen States.
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An action plan was drawn up and it was agreed that each national data
protection authority should check whether personal data entered by
the authorities in their country had been entered in compliance with
the provisions of Article 96. It was also decided that the JSA should
look to assess, in the short term, the application and interpretation of
Article 96 in the different countries of the Schengen area.
The JSA first set out to produce an overview of the various national
laws that lead to a decision resulting in an Article 96 alert. To this end,
a questionnaire was drawn up and sent to the national data protection
authorities of the Schengen States. Results are now being compiled.
The JSA's next step has been to develop a methodology for examining
Article 96 alerts and the extent to which they comply with the relevant
national regulations.
The results from the investigation into the use of Article 96 will require
complex analysis, and the whole process is expected to continue for
the next two years.

2.3. Opinions
2.3.1. Changes to the SIS

2.3.1.1. Spanish Initiative and Other Proposals to Change the SIS

The JSA has issued three opinions on the proposals to change the
Schengen Convention: in June, October and December 2002.
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CSIS for the second time. The inspection team visited the CSIS in
Strasbourg on 25 and 26 March 2003.
The inspection team developed provisional checklists setting out the
checks to be carried out during the in situ inspection. These checks
covered documents, systems, the procedures applied and the people
involved in the processing of data.
Since the JSA's last inspection report (adopted on 1 November 1999)
the support function of the SIS has been modified. The JSA considers
the present system, known as CSIS1+, to be an improvement on the
previous system in so far as compliance with the relevant data protection principles is concerned.
The general conclusion was a positive one. The JSA did, however, adopt
some recommendations – largely technical in nature – in order to further improve compliance with the Convention and other related data
protection provisions. The latest inspection report was adopted by the
JSA at its meeting on 25 September 2003 and it was agreed that the
inspection team should monitor the extent to which its recommendations have been followed in March 2004, six months after the adoption
of the report.
It is worth noting that during the course of this inspection the team had
the full co-operation of the staff responsible for managing the CSIS.

2.2.3 Third Country Nationals and Access to the Schengen
Area – Article 96 Data
Under Article 96 of the Schengen Convention, the authorities in
Schengen States may enter alerts on third country nationals refused
entry to the Schengen area. Article 96 stipulates that before such an
alert can be entered there must first have been a national alert resulting from a decision taken by the competent administrative authorities
or courts in accordance with the rules of procedure laid down by
national law.
22
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at the CSIS in Strasbourg. This filter will prevent Article 96 data from
being transmitted to the UK in the first place. New UK alerts will be
checked against the existing Article 96 alerts at the CSIS and an automated message will then be sent to the UK in cases where a double
alert is found; if further investigations reveal that the alerts do not
concern the same person, the UK alert will be accepted by the CSIS
and sent out as any other alert.

2.3.1.5. Vehicle Registration Authorities and the Schengen Information
System

There is a proposal to add a new article, Article 102a, to the Schengen
Convention. (5) This new article would allow those public authorities
charged with issuing vehicle registration certificates in the Member
States to access the SIS directly and to search data concerning vehicles and trailers, blank official documents and issued identity papers
which have been stolen, misappropriated or lost. It is argued that such
access will allow authorities to check the status of vehicles presented
to them for registration, and to ensure that a particular person applying to become holder of a registration certificate is not using identity
or vehicle registration documents which have been stolen, misappropriated or lost.
Direct access to the SIS is to be limited to public vehicle registration
authorities. In those Member States where vehicle registration is carried out by private companies and other non-governmental licensing
authorities, access will be indirect – and obtained only through those
authorities with direct access to the SIS by virtue of Article 101 of the
Schengen Convention.
The JSA noted that Article 9 of a Council Directive of 1999 on registration documents for vehicles (6) has been cited as the legal basis providing for the exchange of information between Member States for the

(5) COM (2003) 510 % contains the proposed amendment and an explanatory memorandum
(6) Council Directive 1999/37/EC of 29 April 1999
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purpose of issuing vehicle registration certificates. Article 9 of the
Council Directive states that authorities 'may exchange information at
bilateral or multilateral level in particular so as to check, before any
registration of a vehicle, the latter's legal status'. This would seem to
provide for the exchange of information to ascertain the status of a
vehicle.
However, the JSA expressed concerns about whether Article 9 provides sufficient legal basis for vehicle registration authorities to
search SIS data concerning identity documents. The vehicle registration certificate (the template of which is contained in an annex to the
Council Directive) does indeed require the personal details of the
holder, but there remains the question whether the cited Council
Directive would allow vehicle registration authorities to search SIS
data on identity documents for this purpose.
The JSA also stressed that this proposal is part of a continuing trend,
marking another departure from the original purposes of the SIS.
Whereas access to the SIS was originally limited to border, police, customs and immigration authorities, this proposal will see access granted to another type of body – vehicle registration authorities. Once
such authorities have access to SIS data, there will be a new group of
users with access to the SIS, and SIS data will be used for the additional purpose of supporting the EU common transport policy.

to be followed in each of the Schengen States. This information can
now be found on the JSA's web site.
In July 2003 the JSA launched a new web site with the intention of
providing easy access to the opinions and recommendations of the
JSA. The site, which will be maintained by the secretariat, is currently available in English but work is under way to make it available in
all EU languages. The web site address is www.schengen-jsa.dataprotection.org.
In October 2003 the JSA issued its first newsletter. The newsletter
was produced in time for the hearing on SIS II at the European
Parliament and it contained information on the ongoing work of the
JSA. The JSA intends to publish such a newsletter – or perhaps a
news update on the web site – on a regular basis.
As well as ensuring that individuals are informed of their rights, the
measures outlined above, and the development of the web site and
the newsletter in particular, are also intended to raise the profile of
the JSA. It is important that other bodies have the opportunity to see
exactly what the JSA does. Moreover, increasing awareness of the
JSA among the key decision-making bodies of the EU will enable the
JSA to voice its concerns with more effect. In addition, such bodies
might feel more inclined to consult the JSA to ensure that data protection considerations are taken into account.

2.3.2. Opinion on Articles 112 and 113 of the Schengen
Convention

2.2.2 Inspection

The JSA is responsible for examining any difficulties of application or
interpretation that may arise during the operation of the SIS.
The Aliens Directorate of the Greek Police asked the Greek data protection authority for its opinion on the period for which alerts entered
under Article 96 of the Schengen Convention could be retained in the
SIS.

The JSA has the task of ensuring that the technical support function
of the SIS (the CSIS) complies with the data protection principles set
out in the Schengen Convention and the other legal texts on data
protection mentioned in that Convention, such as the Council of
Europe Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data of 28 January 1981.
In December 2002, the JSA set up an inspection team to inspect the
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will be responsible for monitoring that information in the SIS which
relates to immigration (specifically, alerts entered under Article 96).
For this reason it will obviously be important to ensure that the
Schengen JSA works with the Supervisor to develop a co-ordinated
approach to supervising the SIS.

2.2

Activities

2.2.1 Raising Awareness
The JSA aims to ensure that individuals are informed of the rights they
have under the Schengen Convention.
Briefly, these rights are:
1. the right of access to information held on you in the SIS
2. the right to correct such information if it is factually incorrect or
to have it deleted if it is held unlawfully
3. the right to bring an action to correct, delete or obtain information, or to obtain compensation
4. the right to ask a national data protection authority to check the
information held on you in the SIS
The JSA's first information campaign in 1998 resulted in the publication of a rights leaflet. The distribution of this leaflet, which informed
individuals of the rights they have in relation to information held on
them in the SIS, led to a significant increase in the number of requests
for access. The JSA has decided to publish a new edition of the rights
leaflet and this will soon be available at airports and other national
entry points throughout the Schengen area.
Individuals can exercise their right of access in any of the states in the
Schengen area, but the procedure varies depending on the national
law of the state in which access is requested. In 2002, the JSA produced a booklet – The Guide – which provides details of the procedure
20
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Articles 112 and 113 of the Schengen Convention deal with the retention of data in the SIS.
Article 112 stipulates that personal data entered into the SIS for the
purposes of tracing persons shall be kept only for the time required
to meet the purposes for which they were entered, and in any case
the state which issued the alert must review the need for continued
storage of that alert not later than three years after it was entered.
Article 113, on the other hand, states that data other than those
referred to in Article 112 may be retained in the SIS for up to 10 years.
This Article makes no mention of any requirement to review retention
during that ten-year period.
The Greek data protection authority considered the problem and
came to the initial conclusion that because Article 112 referred to personal data entered in the SIS 'for the purposes of tracing persons'
[emphasis added], this Article and the requirement to review retention within three years did not apply to Article 96 alerts. It was
argued that rather than being used to trace persons, Article 96 alerts
are used to prevent certain persons from entering the Schengen area.
Consequently, the Greek data protection authority ruled that the
retention of Article 96 data should be covered by Article 113.
The Greek data protection authority subsequently asked the JSA to
consider the matter. In an opinion issued in October 2002 the JSA
declared that Article 112 was intended to apply to all personal data
held in the SIS including those data entered under Article 96 and
that, as a result, the retention of Article 96 alerts should be reviewed
no later than three years after being entered.
The main principle behind this opinion was that the Schengen
Convention does not distinguish between the actions taken in relation
to alerts held in the SIS, and it was intended that Article 112 should
apply to all personal data held in the SIS.
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2.3.3. Austria's Foreign Missions and Access to the Schengen
Information System

2.1.2. Working Together: Data Protection and the Europe-Wide
Information Systems

Article 101(4) of the Schengen Convention requires all Schengen
States to supply a list of the competent authorities allowed to carry
out direct searches of data held in the SIS. The latest version of this
document (7) revealed that the foreign missions of all Schengen States
could access alerts entered under Article 96 of the Schengen
Convention. The legal basis for such access is provided by Article 101(2)
of the Convention, which stipulates that access to data entered in
accordance with Article 96 and the right to search such data directly
may be exercised by the authorities responsible for examining visa
applications.

Moves to facilitate co-operation between police and judicial authorities
of the EU Member States have led to the creation of other Europe-wide
information systems. Apart from the SIS, the two main systems operating in this field are the Europol information system and the Customs
Information System.

In addition, the list showed that, as well as having access to Article 96
alerts, the Austrian Federal Ministry of Foreign Affairs and its missions
and posts abroad had access to alerts entered under Articles 95, 97, 98
and 100 of the Schengen Convention. Article 101(1)(b) of the Convention
was cited as the legal basis for such access. The JSA was asked to consider whether the provisions of the Schengen Convention would allow
these authorities to have access to alerts entered under Articles 95, 97,
98 and 100.

30

Each system has an independent joint supervisory authority charged
with ensuring that the systems comply with data protection provisions.
These two joint supervisory authorities share some similarities with the
Schengen JSA: all three authorities are made up of representatives from
the national data protection authorities, they are all served by the same
joint secretariat based in Brussels, (3) and they deal with many issues of
a similar nature. With this in mind there have been recent attempts to
co-ordinate the efforts of the different authorities.
- In March 2003 the three joint supervisory authorities set up a working group to review, from a data protection perspective, the existing
Europe-wide information systems. This working group was given a
mandate to examine the existing systems in order to ascertain
whether the purposes of the different systems overlap, and to consider the implications of future developments.

The JSA pointed out that although Article 101(1)(b) had been cited as
the legal basis on which the Austrian Federal Ministry of Foreign Affairs
and its missions and posts abroad could access these other alerts, this
Article states that access to such data is to be reserved exclusively to
the authorities responsible for 'police and customs checks carried out
within the country, and the co-ordination of such checks'.
Consequently, the JSA took the view that a national authority should not
have access to alerts entered under Articles 95, 97, 98 and 100 of the
Schengen Convention unless it can be shown that the tasks of that
authority include carrying out police and customs checks (or the coordination of such checks), and that these tasks are laid down in law.

As a footnote, it is worth mentioning the role of the European Data
Protection Supervisor. (4) The Supervisor, who has yet to be appointed,

(7) 6265/0/03 SIRIS 19 COMIX 89 REV 1

(3) Established by a Council Decision of 17 October 2000
(4) Regulation (EC) No 45/2001 established the post of Supervisor, responsible for ensuring
that the Community institutions and bodies comply with the relevant data protection legislation
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- The three authorities also established a technical group. Consisting
of technical experts from the data protection authorities of the various Member States, this group provides technical support to the
joint supervisory authorities. The group is currently in the process of
developing a standard tool for inspecting the three information systems.
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CHAPTER 2
2.1. The Work of the Joint Supervisory Authority

The JSA brought this matter to the attention of the Austrian data protection authority. The Austrian data protection authority subsequently
raised the matter with the appropriate national authorities, and it has
since been confirmed that the Austrian Federal Ministry of Foreign
Affairs and its missions and posts abroad will now only have access to
alerts entered in the SIS under Article 96 of the Schengen Convention.

2.1.1. How the JSA Operates
The JSA comprises delegations from the 15 countries with information
currently in the SIS: namely, Austria, Belgium, Denmark, Finland,
France, Germany, Greece, Iceland, Italy, Luxembourg, the Netherlands,
Norway, Portugal, Spain and Sweden. Each of these countries may
have two members and two alternate members. Ireland and the UK,
together with the ten countries that are soon to join the EU, have been
granted observer status.
The JSA usually meets quarterly, though there is the possibility of
holding extraordinary meetings to discuss issues requiring immediate
attention. On 7 October 2003, for example, the JSA met to discuss the
hearing on SIS II that had been held in the European Parliament the
previous day. Over the course of the last two years the JSA has convened ten meetings.
The members of the JSA elect a chairman and a vice-chairman to preside over meetings. According to the JSA's rules of procedure each can
serve for up to two one-year periods. In December 2003 Mr Buttarelli
completed his second term of office. The vice-chairman, Mr van de Pol,
was elected chairman at the JSA's meeting of 11 December 2003. At
the same meeting Ms Cruz was elected as the new vice-chairman.
Although the JSA strives to reach decisions by consensus, in cases
where this is not possible members may decide to hold a vote, with
each delegation entitled to a single vote. Those delegations with
observer status do not have voting rights.
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CHAPTER 3
3.1. Evaluation of the Past Two Years
The two-year period covered by this report has been an eventful one.
As this report shows, the JSA set out to raise awareness of the proposed changes to the SIS and to influence the development of the second generation SIS, but how successful has it been?
The hearings at the European Parliament have given prominence to
the debate, and the Committee on Citizens' Freedoms has shown a
real interest in the data protection implications of these developments. Furthermore, the JSA is pleased to note that, increasingly, its
opinions are being taken into account by decision-makers. This is
something that others have noticed in the past – the following is an
extract from a document published by the Commission:

The JSA has been in close dialogue with the Article 36 Committee (the
Committee responsible for preparing the ground for Council deliberations on police and judicial co-operation). In a meeting between the
chairman of the JSA and the chairman of the Article 36 Committee in
February 2002, it was agreed that the Article 36 Committee would forward all relevant documents to the JSA as quickly as possible.
In addition, the JSA has been developing links with the European
Commission. The Commission, which is responsible for funding and
developing the SIS II, recently sent the JSA a copy of a feasibility
study, covering technical and organisational aspects of the development and installation of the new system. Officials from the
Commission's IT unit attended the JSA's meeting in December 2003,
and provided an overview of the developments that have taken place
so far. The Commission representatives have agreed to attend the next
meeting of the JSA in 2004, and this will provide the JSA with the
opportunity to pose questions on specific aspects of the development
process.

'The JSA has played a crucial role . . . issuing opinions and recommendations for the proper functioning of the SIS in line with the rules and
rights relating to data protection laid down in the Schengen
Convention. In particular it identified 15 recommendations in April
2000, most of which have already been acted upon.'(8)

3.2. The Way Forward
There are various challenges facing the JSA over the coming period.
- Ten new countries are to join the EU. In preparation for this the
JSA has been inviting representatives of the data protection
authorities of the acceding countries to its meetings since June

(8) Communication from the Commission to the Council and the European Parliament:
Development of the Schengen Information System II, 18 December 2001
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During the course of 2002 the JSA issued three opinions on the proposals to introduce new functions to the SIS. In these opinions the JSA
expressed concern about the moves to allow organisations such as
Europol access to the SIS, and requested a more thorough examination of the implications of storing biometric data in the SIS. These
opinions are addressed in more detail in the second Part of this report.
The JSA has made efforts to bring the debate on changing the SIS to
the fore. On 6 October 2003, a hearing on SIS II was held at the
European Parliament before the Committee on Citizens' Freedoms and
Rights, Justice and Home Affairs. The hearing provided an opportunity
for the JSA to make its position clear. The JSA's chairman, Mr
Buttarelli, made a presentation in which he stressed that the SIS II
would not be effective if it failed to adhere to data protection principles. He added, however, that data protection need not be an obstacle
to change, and that the JSA would be willing to play a constructive role
in the development of a second generation SIS. As well as presentations from a number of experts in the field of data protection, the hearing also heard from those with direct responsibility for developing the
SIS II, such as Commissioner Vitorino. The JSA was encouraged to note
that there was considerable interest from Members of the European
Parliament, particularly with regard to the implications of the resulting system on the rights of individuals.

2003. The JSA will strive to improve its efforts to prepare these data
protection authorities for accession to the Schengen acquis.
- The JSA considers the development of the SIS II to be one of the
most important challenges it faces. There is the prospect of a new
Europe-wide system that would allow authorities to share information on millions of individuals for a variety of purposes – possibly
using the latest technologies to process sensitive biometric data.
The JSA is committed to monitoring the progress of the SIS II, and will
examine all proposals in order to ensure respect for fundamental
rights, and in particular the right to personal data protection that was
recently re-affirmed by Article 8 of the Charter of Fundamental Rights
of the European Union. It is hoped, too, that this activity report might
serve to encourage discussion on the SIS II in national parliaments.

The JSA has sought to co-operate with all bodies involved in the development of the SIS II, both at European level and at national level, and
it has urged these bodies to work together to ensure that the highest
standards of data protection are built into the new system.
The chairman of the JSA attended another hearing before the
Committee on Citizens' Freedoms on 25 March 2003. Entitled 'Data
Protection since 11 September 2001: What Strategy for Europe?', the
hearing examined recent developments and the potential implications
for data protection. This hearing, together with the hearing in October,
helped to build on the JSA's links with the European Parliament, and
the Committee on Citizens' Freedoms in particular.
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ANNEX 1
1.2. The Changing Face of the Schengen Information
System: SIS II and Other Developments
1.2.1. SIS II
Now, eight years after the introduction of the SIS, the process of
replacing the system is under way. There are various reasons for this.
The enlargement of the European Union brings with it the need to
develop a new system capable of processing a huge amount of information; in addition, those with practical experience of the SIS have
been suggesting ways in which the system might be improved. At the
same time, developments in the ongoing fight against crime and terrorism, including the creation of new institutions such as Europol and
Eurojust, have led to calls for the information held in the SIS to be
used for a wider purpose. A new system, SIS II, is being developed and
is scheduled to come into operation in 2006.

1.2.2. Initiatives to Amend the Schengen Convention
There are several initiatives to change the SIS even before this new
system comes into being. Foremost among these is a Spanish initiative (2) which, among other things, is intended to allow Europol and
Eurojust to access the SIS. Another initiative concerns the proposed
introduction of a European arrest warrant, which is likely to result in
additional categories of information being held in the the SIS.
There are, essentially, two trends that are of particular concern to the
JSA. The first relates to the information held in the SIS, with moves to
add new categories of information and introduce new types of information, such as biometric data. The second trend concerns access to and
use of data held in the SIS. There are proposals to allow other organisations to access the SIS – Europol and Eurojust have already been
mentioned – and this is a trend that looks set to continue. As this hap-

MEMBERS OF THE JOINT SUPERVISORY AUTHORITY
The following list represents the membership of the JSA as at
December 2003.

Austria
Members
Waltraut Kotschy
Eva Souhrada-Kirchmayer

Alternates
Birgit Hrovat-Wesener
Gerhard Kunnert

Belgium
Members
Bart de Schutter
Benedicte Havelange

Alternates
Priscilla de Locht

Denmark
Members
Ib Larsen
Helene Grønfeldt

Finland
Members
Reijo Aarnio
Maija Kleemola

Alternates
Heikki Huhtiniemi

France
Members
Alex Türk
Florence Fourets

Germany
Members
Joachim Jacob
Friedrich von Zezschwitz

Alternates
Wolfgang von Pommer Esche
Angelika Schriever-Steinberg

(2) Official Journal C160, 04/07/2002
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ANNEX 1
1.1.3. The Joint Supervisory Authority

Greece
Members
Stylianos Sarivalassis
Ioannis Tsoukalas

Alternates
Philippos Mitletton
Efrosini Siougle

Iceland
Members
Margret Steinarsdottir

Italy
Members
Giovanni Buttarelli Chairman
Sebastiano Neri

Luxembourg
Members
Georges Wivenes
Pierre Weimerskirch

Alternates
Edouard Delosch

1.1.4. Incorporating Schengen into the European Union

The Netherlands
Members
Peter Hustinx
Ulco van de Pol Deputy Chairman

Alternates
Evelien van Beek
Niels Groenhart

Norway
Members
George Apenes
Guro Slettemark

Portugal
Members
Isabel Cruz
Luis Barroso

It is important for a complex Europe-wide information system of this
kind to adhere to the principles of data protection. Given that a person
may be refused access to the Schengen area on the basis of information held in the SIS, it is obviously essential that such information
should be accurate and up-to-date, for example.
As a safeguard, the Convention contains a number of provisions relating to data protection; it also established an independent authority –
the Joint Supervisory Authority (JSA) – charged with inspecting the
central section of the SIS, examining any difficulties of application or
interpretation that may arise during the operation of the SIS, and
ensuring that the SIS complies with the various data protection provisions mentioned in the Schengen Convention. The JSA comprises two
representatives from the national data protection authority of each
Schengen State.

Alternates
Hanne Gulbrandsen

Although Schengen began as an intergovernmental convention, the
Schengen Convention and the various decisions adopted under it –
known collectively as the Schengen acquis – were integrated into the
legal and institutional framework of the European Union by the Treaty
of Amsterdam. The JSA views this as a positive move, opening
Schengen to transparent parliamentary and judicial scrutiny.
The Schengen Agreement paved the way for the area of freedom, justice and security envisaged in the Treaty of Amsterdam. It has since
been declared that this area 'should be based on the principles of
transparency and democratic control' (1), and it is in this context that
the JSA seeks to carry out its tasks. This activity report provides an
overview of these tasks, summarising the activities undertaken and
the opinions issued over the past two years.

(1) Taken from the general conclusions of the European Council convened in Tampere in 1999
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ANNEX 1
Checks are also made by immigration officials when processing persons from non-Schengen States.
The Schengen Convention specifies the categories of information that
may be held in the SIS. National authorities may enter information on
certain objects, such as stolen vehicles, and on the following categories of person:
1. persons wanted for arrest for extradition purposes
2. persons refused entry to the Schengen area
3. missing persons or persons who need to be placed under protection
4. persons sought by judicial authorities in connection with criminal proceedings
5. persons who are to be the subject of discreet surveillance or a
specific check

Spain
Members
José Luis Piñar Mañas
Miguel Lopez-Herrero

Alternates
Emilio Aced Félez

Sweden
Members
Ulf Wideback
Britt-Marie Wester

Alternates
Leif Lindgren
Birgitta Abjornsson

The SIS is made up of national sections (NSIS), which can be checked
by the authorities competent for making border, customs and police
checks; and a central section (CSIS) located in Strasbourg. The authorities in a particular state can search only their own NSIS data file, and
each national authority has access to those categories of data needed
to carry out its specific checks. Immigration authorities, for example,
may only access information concerning persons refused entry to the
Schengen area.
To enter information into the system, national officials must first send
the information to the national authority responsible for their national section of the SIS (these authorities are known as the SIRENE
bureaus). The national SIRENE bureau has to ensure that the information is relevant to the SIS and that Schengen rules have been applied
correctly. If so, the information is forwarded to the central section of
the SIS, which then updates each national section with the new entry.
This ensures that each national section of the SIS is identical to the
central section.
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1.1. Schengen: the Background
1.1.1. Introduction
Enshrined in the Treaty of Amsterdam, which came into effect in 1999,
is the concept of a European Union in which the free movement of persons is assured.
The first steps towards creating an area of free movement came with
the Schengen Agreement, signed by France, Germany and the Benelux
countries in 1985. Implementing the Agreement, the Schengen
Convention of 1990 abolished the internal borders of the signatory
states and created a Schengen area with a single external frontier
where immigration checks were to be carried out in accordance with a
single set of rules.
In response to fears that the unchecked movement of goods and people would be open to abuse, the Convention contained a number of
compensatory measures. These included measures to facilitate closer
co-operation between border authorities, and the creation of the
Schengen Information System (SIS).

1.1.2. The Schengen Information System (SIS)

www.schengen-jsa.dataprotection.org
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The SIS is an information system linking up all the states applying the
Schengen Convention and the competent authorities in each of those
states. National police, customs and border control authorities in the
Schengen States use the SIS to make police and customs checks on
persons and objects by means of an automatic search procedure.
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ANNEX 2
This is a time of strategic importance for the European Union, and
data protection is bound to play a specific role.
The SIS II will only manage to be a success story if it is really data protection-oriented. For its part, the JSA is aware that it is entitled to play
the enhanced role called for by the European Parliament as well as be
provided with a specific budget and adequate resources. The JSA shall
also actively cooperate with the European Data Protection Supervisor,
and it will continue its activity to address the important issues coming
up in the next two years.

The Schengen Joint Supervisory Authority

The Schengen
information system

>
>

The European citizenship has acquired multiple dimensions,
among those are the free circulation and security zone, initiated by the Schengen Agreement and now integrated in the
European Union. The creation of an area of free movement
of persons has made it necessary however to introduce compensatory measures, the most important of which is the
Schengen Information System (SIS).
The SIS is a database including information provided by all the
Schengen Member States. The system is being expanded also on
account of its being used by other Member States and major developments are forthcoming. Currently, the main categories of data
in the SIS are:

> data on wanted persons or persons under surveillance,
and persons who should be placed under protection, in particular minors;
> data on non-Schengen nationals who are banned entry to
the Schengen territory;
> data on persons whose identity is fraudulently used as an
alias by other persons;
> data on missing vehicles or objects.
The SIS is monitored by an independent body: the Schengen Joint
Supervisory Authority (JSA).
This authority, which is based in Brussels and has a Secretariat,
is made up of members of the national authorities for the protection
of personal data from the Schengen Member States, is responsible, inter alia, for carrying out technical checks on the central
database located in Strasbourg and ensuring compliance by
Member States with the provisions on right of access set out in
the Schengen Convention.

10
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Your rights
and the SIS
The SIS directly concerns you, whether you are a national
of a Schengen Member State or not. The Schengen Convention
itself recognises the rights of individuals.

This is why the JSA is grateful to the other institutions, and in particular to the European Parliament, for their closer collaboration, which
was fruitfully enhanced in the past few months – in particular with
regard to the Spanish proposals to amend the Schengen Convention,
the Recommendation adopted by Parliament on 20 November 2003,
and the ad hoc workshop held in Brussels on 6 October.
At the latter workshop, the JSA drew the participants’ attention to five
main requirements:

These include:

> the right to access information (alert) concerning you which
is contained in the SIS.

> the right to correct data, where there is a de jure or de facto
mistake;

> the right to apply to the courts or competent authorities to
demand that data be corrected, deleted or that damages be
awarded;
> the right to ask for data to be checked and to question the
use made of such data.
If you have reason to believe that your name appears in the SIS,
do not hesitate to exercise your rights. The national data protection authorities in the Schengen Member States are there
to provide you with any useful information you may require to
further your case.

>
>

You may check your alert in the SIS (to establish whether the
reasons for your inclusion in the SIS are founded and any personal data which concerns you) in any Schengen Member
State. The checks will be carried out in accordance with the national legislation that applies in that Member State. At your request,
you will be sent information on the national law applicable by
the relevant national data protection authority, whose address
can be found overleaf. You will then be informed of the results
obtained, or of the follow-up given to your request.

A Guide on the exercise of your rights is available at:
www.schengen-jsa.dataprotection.org; you may also request
it from the Secretariat of the JSA.
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1) Ensuring that the initiatives concerning the SIS II are reconciled
with all the other institutional activities already in progress, such
as the Spanish proposals on SIS I, the amendments to the
Schengen Convention with regard to trafficking in stolen vehicles,
implementing the European arrest warrant, the VIS, and the Greek
initiative on the procedure to amend the SIRENE Manual, also with
a view to sensible, cost-effective expenditure,
2) Ensuring that the provision for a timely data protection assessment is included in the initial layout of the contract to be granted
in 2004 with regard to the SIS II following the public call for tenders,
3) Ensuring effective, continued cooperation with the JSA as shown
by the constructive relationship that was developed of late
between the JSA and the European Commission,
4) Setting out the objectives of the SIS II prior to laying down its
technical features so as to ensure that the new system can work in
a logical fashion from the start, and
5) Encouraging improved quality in data protection aimed at more
substantive safeguards, by ensuring that the system and its intelligent functions can really be monitored, that it is highly transparent for citizens, and that no redundant data and/or databases are
present.

ACTIVITIES OF THE JOINT SUPERVISORY AUTHORITY

9

ANNEX 2
The purposes to be achieved in future are also important for our democratic societies, however it is necessary to assess their proportionality and carry out a prior checking exercise with regard to the impact
that these will have on the rights and fundamental freedoms of the
millions of individuals that will be involved for diverse reasons.
The envisaged high-level security measures are not enough. The SIS
II should not merely represent a second-generation system from a
technical point of view. A revised set of data protection provisions is
also required. These should be easy to understand and better known
to individuals and practitioners as well as being equal to the challenges posed by the SIS II, providing adequate safeguards and ensuring that the system is consistent with its own purposes.

Il sistema di informazione
Schengen ti riguarda
The schengen information system concerns you

Data protection does not entail deciding whether given information is
to be disclosed or not. In fact, it consists in a more pervasive exercise
aimed at affording safeguards, balancing interests, devising proportionate solutions, and organising information flows.
It is necessary to create the best mix between effective police and judicial cooperation and the fundamental right to personal data protection, which has been enshrined in the Charter of Fundamental Rights
of the European Union.
The continuing harmonisation of databases in the so-called First and
Third Pillars is expected. We call on the other institutions to develop a
clear-cut privacy policy as well as a clear-cut concept of the new forms
of cooperation that are to replace the compensatory measures originally laid down in the Schengen Convention.
Schengen, Europol, Eurodac, the Visa Information System (VIS) and
other systems were set up in different manners, in different periods
and for different purposes. Now is the time to enhance the safeguards
against the risks of gaps and overlapping, reduce uncertainties further, and do away with merely formal safeguards, lack of information,
and sluggish cooperation.
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JSA Secretariat
Council of the European Union
175, Rue de la Loi
fax: +32(0)22855126
e-mail: secretariat.jsa@consilium.eu.int
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FOREWORD
Useful Addresses
National data protection authorities
Austria
Datenschutzkommission
Ballhausplatz 1 - 1014 Vienna
Tel: 00 43 1 1531 15/2525
Fax: 00 43 1 53 115/2690
e-mail: v3post@bka.gv.at
Belgium
Commission de la protection
de la vie privée/
Commissie voor de
bescherming van de
persoonlijke levenssfeer
Av. de Porte de Hal 5-8,
1060 Bruxelles
Tel: 00 32 2 542 72 00
Fax: 00 32 2 542 72 12
e-mail:
commission@privacy.fgov.be
Denmark
Datatilsynet
Borgergade 28, 5.
DK-1300 Copenhagen K
Tel: 45/33/193200
Fax: 45/33/193218
e-mail: dt@datatilsynet.dk
Finland
Office of the Data Protection
Ombudsman
P.O. Box 315
FIN-00181 Helsinki
Tel: 358/9/2598771
Fax : 358/9/25987735
e-mail : tietosuoja@om.vn.fi
France
Commission Nationale
de l’Informatique
et des Libertés
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21 rue Saint Guillaume
75340 Paris Cedex 07
Tel: 00 33 1 53 73 22 22
Fax: 00 33 1 53 73 22 00
e-mail:
Germany
Der Bundesbeauftragte für
den Datenschutz
Friedrich-Ebert-Straße 1
53173 Bonn
Tel: 00 49 228 8 19950
Fax: 00 49 228 8 1995 550
e-mail:
poststelle@bfd.bund.de
Der Hessische
Datenschutzbeauftragte
Uhlandstraße 4 - 65189
Wiesbaden
tel.: 00 49 611 14 08-0
fax: 00 49 611 37 85 79
e-mail:
dsb-hessen@t-online.de
Greece
Hellenic Data Protection
Authority
Omirou 8
10564 Athens
Tel: 00 302 103352604-5
Fax: 00 302 103352617
e-mail: contact@dpa.gr
Iceland
Icelandic Data Protection
Agency (Personuvernd)
Raudararstigur 10
IS – 105 Reykjavik
Tel. ++354.5109600
Fax ++354.5109606
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Eight years have elapsed since the Schengen Information System
(SIS) was set up, and now the Joint Supervisory Authority (JSA) in
Brussels is submitting its sixth Report.
This document sums up the activity carried out by the JSA in the past
two years. Like other texts of this kind, it contains references to initiatives, information campaigns for citizens, decisions, institutional relationships and results achieved, without dwelling on the details –
which can be found in the documents adopted by the JSA as well as on
its new web site.
Still, this Report has a special value in that it is published on the eve
of an historical event – namely, setting out the activities required to
deploy, by 2006, a second-generation Information System, called SIS
II, which will bring about major innovations and impact considerably
on vital functions for Europe and its citizens’ rights and fundamental
freedoms.
The JSA intends to play a leading role in this major change process by
contributing to its guidance.
The SIS is already the largest European centralised database within
the framework of the initiatives concerning visas, immigration, and
police and judicial cooperation.
Other short-term proposals to amend the Schengen Convention are at
an advanced stage of discussion.
As for the long term, the JHA Council of 5-6 June 2003 decided that
several new categories of alert, new research fields, interlinks, new
purposes, new sensitive categories of personal data – such as biometric data –, new retention periods, and new, larger categories of system
user would have to be taken into account for the SIS II.
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e-mail: postur@personuverd.is
Ireland
Data Protection Commissioner
Block 6 - The Irish Life Center
Lower Abbey Street, 40
Dublin 1
Tel. 353 1 8748544
Fax. 353 1 8745405
e-mail: info@dataprotection.ie
Italy
Garante per la protezione
dei dati personali
Piazza di Monte Citorio 121
00186 Roma
Tel: 00 39 06 69 67 71
Fax: 00 39 06 69 67 77 85
e-mail:
garante@garanteprivacy.it
Luxembourg
Autorité de contrôle
Parquet General - B.P. 15
L-2010 Luxembourg
Tel. ++352.4759811
Fax ++352.470550
e-mail :
parquet.general@mj.etat.lu
Netherlands
College Bescherming
Persoonsgegevens (CBP)
2 PO Box 93374
2595 AJ ‘s-Gravenhage
Tel: 00 31 70 381 13 00
Fax: 00 31 70 381 13 01
e-mail: info@cbpweb.nl
Norway
Datatilsynet
The Data Inspectorate
P.B. 8177 Dep
N – 034 OSLO
Tel. 47.22.421910

Fax 22.422350
e-mail:
postkasse@datatilsynet.no
Portugal
Comissão Nacional de
Protecçao de Dados
Rua de São Bento 148, 3° 1200 - 821 Lisboa
Tel: 00351 1 392 84 00
Fax: 00 351 1 397 68 32
e-mail: geral@cnpd.pt
Spain
Agencia de Proteccion
de Datos
c/ Sagasta, 22
28046 Madrid
Tel: 00 34 91 339 62 00
Fax: 00 34 91 448 91 65
e-mail: ciudadano@agpd.es
Sweden
Datainspektionen
Box 8114
Visiting address:
Fleminggatan, 14 - 9th Floor
SE – 104 20 Stockholm
Tel. 46/8/6576100
Fax 46/8//652/86/52
e-mail:
datainspektionen@datainspe
ktionen
United Kingdom
Information Commissioner
Executive Department
Water Lane
Wycliffe House
UK – Wilmslow
Cheshire SK9 5AF
Tel. 44/1625/545700
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